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.1.= Deciding How to Decide

ooon
BEEEe How do we know what works?

Applied Information Economics (AIE): A practical decision

making approach based entirely on methods that have shown
a measurable improvement in estimates and decisions
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Where you are in the training

www.HubbardResearch.com/Training

Analyst Training

How to Measure
Anything: An Executive
Overview of AIE

How to Make Decisions
Under Uncertainty

Statistical Measurement
Methods in Excel: Basic

Statistical Measurement
Methods in Excel:
Intermediate

Calibration and
Simulation Training

Calibrated Probability
Assessments

Advanced Calibration
Methods

Creating Simulations in
Excel: Basic

Creating Simulations in
Excel: Intermediate

Special Topic Training

The Failure of Risk
Management

How to Measure
Anything (HTMA) in
Project Management

HTMA in
Cybersecurity Risk

HTMA Innovation


http://www.hubbardresearch.com/training

Deciding How to Decide

How do we know what works?

 Deciding How to Decide
The Meta-Decision

« How to Measure Anything
Overcoming the lllusion of Intangibles

* Applied Information Economics
Putting What Works Together
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Different Decision-Making Methods

There is more than one way to decide, so which do we use?

Accounting-style

Qu‘e}lijcative . ) Cost estimate analysis
(soft scores or “high/medium/low” ) (point estimates, deterministic)
Bad Good
 ——
O 123 4 5
0,

Expert Intuition Quantitative & Probabilistic
(statistical, actuarial,
simulations, etc.)

© Hubbard Decision Research, 2020



@ Different Decision-Making Methods
l
C

There is more than one way to decide, so which do we use?

Should we invest Should _We Where should Should we
in this new develop this new we mitigate consider merging
technology? product? risks? with this firm?
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Different Decision-Making Methods

There is more than one way to decide, so which do we use?

How do we make decisions?

/NN
2389
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@ Different Decision-Making Methods
l
C

There is more than one way to decide, so which do we use?

Are you sure there
is not a better
method?

Why do | use this How do | know it
method? works?

2

© Hubbard Decision Research, 2020



8 @ Deciding How to Decide
Ooao
BEEEe How do we know what works?

“Intelligence analysts should be self-conscious about their
reasoning processes. They should think about how they
make judgments and reach conclusions, not just about the
judgments and conclusions themselves.”

Psychology

Ir‘.t.-‘.'..]rnfo'-

Dick Heuer, The Psychology of Intelligence Analysis Analysis

Meta-Decision Criteria: Is there real evidence, scientifically oy

Bchards ). oot >

measured, that shows that one method is better than
another?
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Different Decision-Making Methods

There is more than one way to decide, so which do we use?

Accounting-style

Qu‘e}lijcative . ) Cost estimate analysis
(soft scores or “high/medium/low” ) (point estimates, deterministic)
Bad Good
 ——
O 123 4 5
0,

Expert Intuition Quantitative & Probabilistic
(statistical, actuarial,
simulations, etc.)

© Hubbard Decision Research, 2020



Different Decision-Making Methods

There is more than one way to decide, so which do we use?

~

| can decide how to
Q decide myself — |
Oﬂ will just use my

expert intuition. )
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Different Decision-Making Methods

There is more than one way to decide, so which do we use?

(I can decide how to\ 4 I
decide myself — | How are you sure
will just use my you have improved
your outcome?

Qm ﬁert intuition. ) V y
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=.== The Analysis Placebo

BB Confidence in decision making methods is detached from performance

Organizational Behavior and Human Decision Processes
10Z na 2 (2008)- 97— 108

Journal of Behavioral Decision Making 3, no. 3 (July/ September
1990)- 153174
Law and Human Behavior 23 (1999): 499- 516.

W | Organizational Behavior and Human Decision Processes 61, no. 3
(1995): 305—- 326.

Decision Quality: Evidence against Information Col
of Interactive Decision Making

Heath and Gonzalez
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@ Different Decision-Making Methods
l
C

There is more than one way to decide, so which do we use?

( Our project \ Have we measured a
difference?

decisions are much
better after we

It could be another
Analysis Placebo.

started using this
\_ hew process! Are you sure?

© Hubbard Decision Research, 2020

'y



8 @ Deciding How to Decide
Eoao

BEBEE \Why experience alone may not be enough to make the meta-decision

e N
| have too much E : Learning?
experience to be xperience e

fooled by an
Oo% Analysis Placebo! )

S

“Experience is
inevitable, learning
is not.”
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=!== Deciding How to Decide

BEBEE \Why experience alone may not be enough to make the meta-decision

Q And that feedback [  IMMEDIATE... [ .and

Oox has to be UNAMBIGUOUS.
/(L CONSISTENT...

To learn from \\

experience, you J

need feedback.

Daniel Kahneman Gary Klein
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- Evaluating the Meta-Decision Options

[
O ————— .
B Considerations in using the Subject Matter Expert (SME)

Subject Matter Experts...
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@ Evaluating the Meta-Decision Options
O
-

Considerations in using the Subject Matter Expert (SME)

Subject Matter Experts...

| am 100%
confident! ...are statistically overconfident
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@ Evaluating the Meta-Decision Options
O
-

Considerations in using the Subject Matter Expert (SME)

Subject Matter Experts...

The project will
probably
succeed.

The project
will likely
fail.

...are statistically overconfident

...are highly inconsistent
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@ Evaluating the Meta-Decision Options
O
-

Considerations in using the Subject Matter Expert (SME)

Subject Matter Experts...

| need more samples
for this measurement

to be useful. ...are statistically overconfident

...are highly inconsistent

...have erroneous intuition about the math
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Evaluating the Meta-Decision Options

oo
[ ]
oEE
BB Considerations in using the Subject Matter Expert (SME)

Subject Matter Experts...

...are statistically overconfident
...are highly inconsistent
...have erroneous intuition about the math

...vary greatly in measured performance.

Accuracy, consistency, calibration, etc.
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8 @ Deciding How to Decide

EDED
BEEE Another good quote

“The first principle is that you must not fool yourself, and you are
the easiest person to foo

I”
L]

— Richard P. Feynman

a . . .
Some remarks on science, pseudoscience, and learning how to not fool yourself.”
Caltech’s 1974 commencement address.
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=.=a== Evaluating the Meta-Decision Options

0odo — — —
BB Using qualitative or “pseudo-quantitative” methods

Strategy

Alignment

Efficiency

Likelihood

Customer Value Effectiveness

Impact
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Evaluating the Meta-Decision Options

BB Using qualitative or “pseudo-quantitative” methods

-

Likelihood

© Hubbard Decision Research, 2020

Impact

W/

The risk with high
impact needs to be
addressed.

N

J

-

But the risk isn’t

~

red.



@ Evaluating the Meta-Decision Options
O
-

Using qualitative or “pseudo-quantitative” methods

- ~ 4 A

We have two risks that Is that the same as
rank a two. We need one risk thatis a 47

to plan for these )
N 2
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=.=a== Evaluating the Meta-Decision Options

| ———
BEEE The ubiquitous Risk Matrix

Other Probabilistic
Qualitative

Likelihood

Risk Matrix Impact
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BB Unintended consequences of simple scoring methods

@ Evaluating the Meta-Decision Options

Climatic Change (2012) 113:181-200
DOI 10.1007/s10584-011-0330-3

Effective communication of uncertainty in the IPCC reports

David V. Budescu « Han-Hui Por « Stephen B. Broomell

Received: 21 June 2010 /Accepted: 19 October 2011 /Published online: 23 November 2011
C Springer Science+Business Media B.V. 2011

Abstract th Inlu 0V ummnlll l lml on (llm m Chaz mhg (ll(( ) puhh\hu periodical

“~ the

David Budescu and D|ck Heuer (separately) Researched
the “illusion of communication” regarding interpretations
of verbal labels for probabilities

Highly Likely e ml =
Likely = m=mllm -
Probable = Im__m . -
Unlikely n_l=l .

10% 20% 30% 40% 50% 60% 70% 80% 90%
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valuating the Meta-Decision Options

he ubiquitous Risk Matrix

‘Risk Matrices should not be

Risk Analysis 28, no. 2 (2008). used for decisions of any

w What’s Wrong with Risk Matrices? consequence
Bad Good

12 3 4 5 jciety of Petroleum Engineers Economics &Management 6, no. 2 (April 2014): 56—66.

The Risk of Using Risk Matrices

P. Thomas, R. Bratvold, and J. E. Bickel

Abstract

. The risk matrix (RM) is a widely espoused approach to assess and analyze risks in the oil & gas (O&G) industry. R
implemented throughout that industry and are extensively used in risk-management contexts. This is evidenced
SPE papers documenting RMs as the primary risk management tool. Yet, despite this extensive use, the key
be addressed: Does the use of RMs guide us to make optimal (or even better) risk-management decision

“[Risk Matrices] can be
worse than useless”
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Evaluating the Meta-Decision Options

Unintended consequences of simple scoring methods

Journal of Experimental Psychology: Copyright 2006 by the American Psychological Association

o oci
Learning, Memory, and Cognition 0278-7393/06/$12.00 DOI: 10.1037/0278-7393.32.6.1385
2006, Vol. 32, No. 6, 1385-1402

Between Ignorance and Truth: Partition Dependence and Learning in
Judgment Under Uncertainty

Kelly E. See Craig R. Fox

New York University University of California at Los Angeles

Yuval S. Rottenstreich
Duke University

In 3 studies, participants viewed sequences of multiattribute objects (e.g., colored shapes) appearing with
varying frequencies and judged the likelihood of the attributes of those objects. Judged probabilities
reflected a compromise between (a) the frequency with which each attribute appeared and (b) the

Craig R. Fox showed how arbitrary features of how scales are partitioned
effects responses.

Example:

If “1” on a 5-point impact scale means “less than $1 million loss”, the share
of that response is affected by the partition of other choices.
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.== Evaluating the Meta-Decision Options
[l a]
Doaa

The Cost-Benefit Analysis Spreadsheet

File Home Insert Draw Page Layout Formulas Data Review View Developer Help Acrobat HDR

‘ [j [X Ut Calibri v 14 v A A == = ’0\0 v 2'57‘ Wrap Text General v [E;D [:
5 (D) Copy B (R e [ e 2 FO
5 S romatraner | BT U O A S EE Evegencenter v | $ v % 9 G| Condtonal Fon

Clipboard ] Font I~ Alignment ~N Number ~N Style
L20 v fx
A B (e D 5 F G H
il Net Present Value of the UBDM Project
Cost . -
- 3 Input Variables Point Est.
Benefit p

4 Percent reduction in labor cost 3%

5 Current total labor cost S 75,000,000

6 Initial development costs (2020) S 5,000,000

7 Cost of money 6.5%

8

9 Cash Flow

10 2020 2021 2022| 2023 2024

il Total costs S 5,000,000

12 Total benefits S 2,250,000 | $ 2,250,000 | $ 2,250,000 | $ 2,250,000

1.3 Net benefit S (5,000,000) $ 2,250,000 $ 2,250,000 $ 2,250,000 $ 2,250,000

14

15

16 Net Present

17 Value $ 2,542,767

18
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8 ®s Evaluating the Meta-Decision Options

EEEm
BB Cost Benefit Analysis probably improves some decisions...but there is a lot it can’t do

Published in International Journal of Forecasting, 10 (1994), 495-906
Judgmental Decomposition: When Does It Work?

Donald G. MacGregor
Decision Research, Eugene, OR

J. Scott Armstrong
The Wharton School, University of Pennsylvania, Philadelphia, PA

Cost
Benefit Abstract

We hypothesized that multiplicative decomposition would improve accuracy only in certain

III

Conventional “cost-benefit analysis” approaches may improve decisions but...
They are deterministic

They do not specify uncertainty

They can’t prioritize measurements

They can’t quantify risk
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8 ®s Evaluating the Meta-Decision Options
Do0C

BEBEE What the research says about statistical methods vs. Subject Matter Experts

“There is no controversy in "\

PAUL E. MEEHL

Paul Meehl assessed 150 ) social science which shows CLINICAL

VERSUS

studies comparing experts to P e | such a large body of STATISTICAL
7 ' ’ PREDICTION

statistical models in many = S qualitatively diverse studies
fields (sports, prognosis of bad coming out so uniformly in
liver disease, etc.). the same direction as this e

4 . \ O n e . I / and a Review of the Evidence

~

Philip Tetlock tracked a total “It is impossible to find any
of over 82,000 forecasts , domain in which humans EXPER
from 284 experts in a 20- -t clearly outperformed crude | 5

year study covering politics, ) extrapolation algorithms, @,
economics, war, technology S less still sophisticated
trends and more. ' statistical ones.” Yy, '

Hiow Good It I1? Hono Can We Knonol

e ——
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Obstacles to Better Decisions

£a22 Hubard

BEEE Decision Research

HDR Opinion Survey of Quantitative
Risk Assessment Methods

July 25, 2016

PPPPPPPPPP
HUBBARD DECISION RESEARCH, INC. | 25410 CANTERBURY CT. | GLEN ELLYN, IL 60137
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Acceptance of quantitative methods vs. statistical literacy: survey results

173 cybersecurity were surveyed regarding opinions about
guantitative risk analysis methods in their fields

There was a bit more resistance to quantitative methods
than acceptance.

They also took a quiz on basic statistical literacy

When we looked only at those responses that scored above
the median on statistical literacy, there was a lot more
acceptance.

When we look at those that did not score above the median,
resistance was much higher.

Those who answered “l don’t know” on stats literacy
guestions were not the most resistant to quantitative
methods — it was those who thought they did know and
were wrong.



8 @m Obstacles to Better Decisions

BB Acceptance of quantitative methods vs. statistical literacy: survey results

80%

70%

60%

50%

40%

Percent of Total

30%

20%

10%

0%
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Positive to Quant
Negative to Quant

173 cybersecurity were surveyed regarding opinions about
guantitative risk analysis methods in their fields

There was a bit more resistance to quantitative methods
than acceptance.

They also took a quiz on basic statistical literacy

When we looked only at those responses that scored above
the median on statistical literacy, there was a lot more
acceptance.

When we look at those that did not score above the median,
resistance was much higher.

Those who answered “l don’t know” on stats literacy
guestions were not the most resistant to quantitative
methods — it was those who thought they did know and
were wrong.
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BEBEE Acceptance of quantitative methods vs. statistical literacy: survey results

80%

70%

60%

50%

40%

Percent of Total

30%

20%
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Positive to Quant
Negative to Quant

Stats Literacy
Above Median

173 cybersecurity were surveyed regarding opinions about
guantitative risk analysis methods in their fields

There was a bit more resistance to quantitative methods
than acceptance.

They also took a quiz on basic statistical literacy

When we looked only at those responses that scored above
the median on statistical literacy, there was a lot more
acceptance.

When we look at those that did not score above the median,
resistance was much higher.

Those who answered “l don’t know” on stats literacy
guestions were not the most resistant to quantitative
methods — it was those who thought they did know and
were wrong.
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BEBEE Acceptance of quantitative methods vs. statistical literacy: survey results
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Positive to Quant
Negative to Quant

Stats Literacy
Above Median

173 cybersecurity were surveyed regarding opinions about
guantitative risk analysis methods in their fields

There was a bit more resistance to quantitative methods
than acceptance.

They also took a quiz on basic statistical literacy

When we looked only at those responses that scored above
the median on statistical literacy, there was a lot more
acceptance.

When we look at those that did not score above the median,
resistance was much higher.

Those who answered “l don’t know” on stats literacy
guestions were not the most resistant to quantitative
methods — it was those who thought they did know and
were wrong.
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BEBEE Acceptance of quantitative methods vs. statistical literacy: survey results

80%

Positive to Quant

Negative to Quant

70%

60%

50%

40%

Percent of Total

30%

20%

10%

0%
Stats Literacy At
or Below Median
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Stats Literacy
Above Median

173 cybersecurity were surveyed regarding opinions about
guantitative risk analysis methods in their fields

There was a bit more resistance to quantitative methods
than acceptance.

They also took a quiz on basic statistical literacy

When we looked only at those responses that scored above
the median on statistical literacy, there was a lot more
acceptance.

When we look at those that did not score above the median,
resistance was much higher.

Those who answered “l don’t know” on stats literacy
guestions were not the most resistant to quantitative
methods — it was those who thought they did know and
were wrong.



8 @m Obstacles to Better Decisions
ooon

BEBEE Acceptance of quantitative methods vs. statistical literacy: survey results

“It’s not what you don’t know
Positive to Quant that will hurt you, it’s what
Negative to Quant you know that ain’t so.”

/- U
.'_'""“-' Bl
I I N W \ Mark Twain

Stats Literacy At Stats Literacy
or Below Median  Above Median

80%

70%

60%

50%

40%

Percent of Total

30%

20%

10%

0%
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Obstacles to Better Decisions

The double standard

-

Vhiking?

© Hubbard Decision Research, 2020

Why are you
wearing running
shoes, we’re going

~

J

4 )

| heard there were
bears in the woods
so | wanted to be

%o run fast )




Obstacles to Better Decisions

The double standard

4 )

That’s absurd! You
can’t outrun a bear!

V J

© Hubbard Decision Research, 2020
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VYOU!

| don’t have to
outrun the bear - |
just have to outrun

~

J




Obstacles to Better Decisions

The double standard

Don’t commit the classic “Beat the Bear” fallacy.
Exsupero Ursus

There IS d dou ble Sta nda rd When Algorithm Aversion: People Erroneously Avoid Algorithms
evaluating algorithms vs. human experts. ailter: Sesing Them Biz

Berkeley J. Dietvorst, Joseph P. Simmons, and Cade Massey

Even when algorithms perform better -
than a human expert, people penalize
the algorithm for an error more than the il e g
human.

the human fo ster. This phenom

is costly, and it is i
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Deciding How to Decide

How do we know what works?

Cost
Benefit
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Deciding How to Decide

How do we know what works?

Cost
Benefit
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Deciding How to Decide

How do we know what works?

* Introduction to the Meta Decision

« Analysis Placebo & Limits of Experience

« Four broad categories of decision-making approaches
« Obstacles to guantitative methods
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Deciding How to Decide

How do we know what works?

* Introduction to the Meta Decision

« Analysis Placebo & Limits of Experience

« Four broad categories of decision-making approaches
« Obstacles to guantitative methods

Cost
Benefit] 1234 8722

{Bad Good
 ————
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Deciding How to Decide
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* Introduction to the Meta Decision

« Analysis Placebo & Limits of Experience

« Four broad categories of decision-making approaches
« Obstacles to guantitative methods

Cost
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Obstacles to Better Decisions

The Myth of Immeasurability

© Hubbard Decision Research, 2020

We can’t use quantitative
methods based on statistics,
because X can’t be

\_ measured.




Deciding How to Decide

How do we know what works?

\/  Deciding How to Decide
The Meta-Decision

« How to Measure Anything
Overcoming the lllusion of Intangibles

* Applied Information Economics
Putting What Works Together
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